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Overview

® SSH attacks
® Handling compromised machines

® Web Applications
® |IDS
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SSH attacks: low-hanging fruit
The usual random usernames pattern
Denyhosts - blocklist

New attacks: Distributed scanning
- http://isc.sans.org/diary.html?storyid=3529
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Compromised Hosts

® (Gaining access is sometimes a problem...
® | ogfiles
® Rootkit detection
- Integrity verifiers, eg: Integrit
® Spam/Botnet controllers
- ..0r phishing sites
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Web Applications

® Drupal, Moodle, Wordpress, $CMSOFTHEWEEK
- Require regular care and feeding
- Popular attack vector

® Apache reverse proxy

® mod_security
- Detect and block standard attacks (XSS, SQL
injection) and other protocol anomalies
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® Based on SurfNet IDS
® Distributed IDS
® http://ids.heanet.ie



